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PrivDroid: Android Security Code Smells for

Privilege Escalation Prevention

https://www.cvedetails.com/vulnerabilities-by-types.php

https://www.cvedetails.com/browse-by-date.php

Android apps security & Vulnerabilities

Security Attacks remain a prominent issue for mobile app users.
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PrivDroid: Android Security Code Smells for

Privilege Escalation Prevention

Automatically detect security design flaws in source code of Android apps
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Background

Privilege Escalation

● Privileges are authorization access given to an Android application 

in order to access system resources (APIs).

• Authorizations in Android are manipulated through the concept of 

Permission

• Privilege Escalation (PE) is a type of security exploit in which a user 

gains unauthorized permissions to access resources and carry out 

malicious actions.
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PrivDroid: Android Security Code Smells for

Privilege Escalation Prevention
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PrivDroid: Android Security Code Smells for

Privilege Escalation Prevention

Developers play a crucial role in securing their applications  [R. Balebako et al. 2017; Scoccia; SCAM, 2019]

<uses-permission 

android:name="android.

permission.WAKE_LOCK" 

/>

Use Invoke

Malicious

Benign

Sec. Attack Sec. Design Flaw



State Of the Art

8

Are the existing ide plugins effective in detecting known vulnerabilities?

PrivDroid: Android Security Code Smells for

Privilege Escalation Prevention
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Tebib, M. E. A, et. al.  (2023). A Survey on Secure Android Apps Development Life-Cycle: Vulnerabilities and 
Tools. International Journal On Advances in Security, 16(1 & 2), 54-71.

Open Access

16 Tools vs 19 Vulnerabilies
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Requirement 

Analysis
Design Coding & Testing (CI/CD)

Secure Secure Secure Secure

Sema [mitra2020]

Vandroid [nirumand19]

Page [rowan2014]

PolDroidAS [slavin2016]

[Github CodeQL]PerHelper [xu2019]

Curbing [vidas2011]

Coconut [li2018]
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Android 12

Exploit the vulnerability

Is this vulnerability up to date ?

1
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16 IDE Plugins vs 19 Vulnerabilities
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Are the existing ide plugins effective in detecting known vulnerabilities?
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Tebib, M. E. A, et. al.  (2023). A Survey on Secure Android Apps Development Life-Cycle: Vulnerabilities and 
Tools. International Journal On Advances in Security, 16(1 & 2), 54-71.

False Negative

Documentation

Open Access

Weak analysis 

capabilities!

Positive

Experimentation
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● Low Analysis Precision: existing tools ignore the api Level dimension during 

over-privilege analysis.

PrivDroid: Android Security Code Smells for

Privilege Escalation Prevention
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● Uncomplete static analysis approaches:  Java Reflection, Native Code, etc.

● Outdated existing solutions, due to the evolution of permissions and APIs

● Lack of availability. None of these tools is available to be used in real 

projects  

before > api 29 (Android 10)

android.permission.WRITE_EXTERNAL_STORAGE

after <= api 29 (Android 10)
      

android.permission.READ_EXTERNAL_STORAGE

or      

android.permission.WRITE_EXTERNAL_STORAGE

Our survey highlighted the following limitations:

Example. API level significance during over-privilege analysis
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● PrivDroid, an up to date and available IDE plugin (IntellIj/Android Studio)

● We defined 9 security code smell to reduce the attack surface related to PE

● PrivDroid combines static analysis techniques such as Patterns for 

Abstract Syntax Tree (AST) analysis and Call Graph (CG) to detect 
PE vulnerabilities.

We enrich the arsenal of tools used for Android development security.
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PrivDroid Architecture
Modular Architecture → Ease extensibility

[Google library]
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PrivDroid Architecture

➢ Lint Based Analysis Module

➢ Call Graph Analysis Module
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● Better Analysis Code 

Coverage

● Novel Security Code Smells

Two additional capabilities:

PendingIntent pendingIntent = PendingIntent.getActivity(context, requestCode, intent, 

flags);

new Inten(); Intent i =  new Intent(); Intent i;

i = new Intent();

Intent i = new Intent();

i.setAction(‘action’);

Inner Class

Patterns:

PSS1. Empty PendingIntent

● Better Analysis Code Coverage
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PrivDroid Architecture

➢ Lint Based Analysis Module

➢ Call Graph Analysis Module
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IDE Plugins For Secure Android Applications Development:

Analysis & Classification Study

CGAM: How PrivDroid detects over-privileged applications?
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Initialization

Calculate the minimum 

permission set required 

for each api

1

2

3
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Analysis & Classification Study

How PrivDroid Extracts Api Calls?
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Is it an SDK api Call?

Edge.tgt()

ANDROID_PACKAGE = android.*         

ANDROIX_PACKAGE = androidx.*

GOOGLE_ANDROID_PACKAGE=com.googl

e.android.*

● Data-Tainting

● More complete list of 

intra-procedural calls



Graph Call Analysis Module

21

IDE Plugins For Secure Android Applications Development:

Analysis & Classification Study

CGAM: Additional Analysis Capabilities
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● PM per api level● Update Permission 

Mapping DB

● Native and Reflection 

Calls detection

PrivDroid vs State of the art tools in detecting over-privileges applications

● Available
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Ghera

Thousands of apps

3 datasets: open-source apps analyzable with ide plugins

60 vulnerable apps 10  vulnerable apps

200 apps

14 apps with PE 8 apps with PE 10 apps with PE

Analysis with PrivDroid

100% TP 100% TP 100% TP

Vulnerabilities of different 

families

PE vulnerabilities

There are very few established benchmarks available for open-source vulnerable applications!
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PrivDroid analysis code coverage for PE security smells
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Permission Mappin Per Api Level

Context of api calls instead of only api calls is required (Permission as a set is 

imprecise [arcade]) 

[arcade] Aafer, Y., Tao, G., Huang, J., Zhang, X., & Li, N. (2018, October). Precise Android API 

protection mapping derivation and reasoning. In Proceedings of the 2018 ACM SIGSAC 
Conference on Computer and Communications Security (pp. 1151-1164).

UserChecks

UidChecks

setComponentEnabledSetting() ::  
android.permission.CHANGE_COMPONENT_ENABLED_STAT
E, android.permission.INTERACT_ACROSS_USERS_FULL

aXplorer Arcade
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PrivDroid analysis result: a vulnerable app with PSS1 vulnerabilitiy
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Summary

Future work

● Continue the evaluation process  of PrivDroid (large dataset, industrial context)

IDE Plugins For Secure Android Applications Development:

Analysis & Classification Study

● Extend Privdroid detection capabilities with new vulnerabilities

● Consider Contextual API Call instead of Api Calls
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● PrivDroid helps developers to secure their applications by identifying 

potential security risks related to Privilege Escalation

● PrivDroid provides additional analysis capabilities: analysis code 

coverage, precise analysis of over-privileges application 

https://github.com/tebmed/privdroidSource Code
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Lint

• Améliorer votre code avec des vérifications lint

https://developer.android.com/studio/write/lint?hl=fr

Figure 1. Workflow de lecture de code avec lint
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