4 GRENOBLE

I\ Nantes
W Université

PrivDroid: Android Security Code Smelis for
Privilege Escalation Prevention

Mohammed El Amin TEBIB (LCIS - UGA) Pascal André (LS2N - NU)

Oum-El-Kheir Aktouf (LCIS-UGA) Mariem Graa (LCIS-UGA)

DASC 2023 / VELO <§/S*

The 21st IEEE International Conference on Dependable, Autonomic & Secure Computing




(DASC 2023)

Customised for VEILO v




Introduction
Android apps security & Vulnerabilities

PrivDroid: Android Security Code Smells for
Privilege Escalation Prevention

Security Attacks remain a prominent issue for mobile app users.

Vulnerabilities by impact types
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G I PrivDroid: Android Security Code Smells for
Oa Privilege Escalation Prevention
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Privilege Escalation Prevention

Automatically detect security design flaws in source code of Android apps
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O utl i ne PrivDroid: Android Security Code Smells for
Privilege Escalation Prevention

« Context and contribution

* Proposal
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PrivDroid: Android Security Code Smells for

B aC kg I’O u n d Privilege Escalation Prevention

Privilege Escalation

® Privileges are authorization access given to an Android application
in order to access system resources (APIs). App App
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Privilege Escalation Prevention

App Allowed?

®  Authorizations in Android are manipulated through the concept of
Permission

Access

—>®

M. TEBIB et al.
DASC 2023

®  Privilege Escalation (PE) is a type of security exploit in which a user
gains unauthorized permissions to access resources and carry out
malicious actions.
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PrivDroid: Android Security Code Smells for
Co nteXt Privilege Escalation Prevention
From design flaws to privilege escalation attacks

Developers play a crucial role in securing their applications [R. Balebako et al. 2017; Scoccia; SCAM, 2019]

Sec. Attack E :U} Sec. Design Flaw
4D

. . ‘ A
<uses-permission
— _,F Service 1 Log messages

android:name="android. ] (info wam error)
permission.WAKE_LOCK" LogUtil , :

/> 4 Library

.
Benign HL Service 2 i Lock screen

J

a

' @ ' WAKE LOCK PERMISSION
Use Invoke

Malicious
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e Of the Art S

Are the existing ide plugins effective in detecting known vulnerabilities?

16 Tools vs 19 Vulnerabilies

Android Vulnerabilities

o A2 A3 Ad it

Privelege Component
Escalation Data Injection Code Injection Information Leak Hijacking
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Privilege Escalation Prevention

Empty ndercd Do Cipher in ECB Start Activities

. Broadcast Invocation with .
Pendingintent Receving Weak Check mode in A new Task

Fragment Sticky Dynamic Code Cipher in CBC Low priority

Enforce Dynamic

Portessions Load Broadcast Load mode Activities

High Privileged Provider
Component Invocation using
Export call(args)

Uncontrolled
External
Storage Read

Hard store of Implicit Pending
encryption keys Intent

DASC 2023

CallOrSelf
Permissions

M. TEBIB et al.

Internal Files
Load

Permission
Over-Privilege

~
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|

@ Tebib, M. E. A, et. al. (2023). A Survey on Secure Android Apps Development Life-Cycle: Vulnerabilities and

Open Access Tools. International Journal On Advances in Security, 16(1 & 2), 54-71.




PrivDroid: Android Security Code Smells for

CO nteXt Privilege Escalation Prevention

Secure Software Development Pipeline

Secure Secure Secure @7

Requirement - . - . .
Analysis > Design » Coding & Testing » (CI/CD)
\
] Vandroid [ni d19 1
PolDroidAS Islavin2016] (nirumand19} Q . =
shn .
PerHelper [xu2019] y [Github CodeqL ]
Coconut [1i2018]
Curbing [vidas2011] ”@é 2

Find Bugs
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PrivDroid: Android Security Code Smells for

|nveStigati0n Privilege Escalation Prevention
16 IDE Plugins vs 19 Vulnerabilities

RS
WERYIT,

sonarlint &
AAAA ARy S Lo 4 ‘

My Lint Summary

FindBugs

Y Android Lint

Plugins .

@ @ Detected vulnerability X
IDE <:
Not detected X
App with glnerablllty X @

@ Exploit the vulnerability

Is this vulnerability up to date ? | iy

——
|

- Android 12
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PrivDroid: Android Security Code Smells for
Privilege Escalation Prevention

State Of the Art

Are the existing ide plugins effective in detecting known vulnerabilities?

Al. PRIV.ESCLATION A2. DATA INJECTION A3.CI A4. INFO LEAK AS5. C.HIJACK

Documentation
Vi V2 V3 V4 V5 V6 V1 V2 V3 V4 V1 V2 V1 V2 V3 V4 V1 V2 V3

ICC-LINT ssTe@EasesfFF@s@vvoo oo =

ANDRODLINT G G @ @ @ @@ e oS e s T oo o oo ==

PERMITME

FNDBUGs @GS @ G@ G@ @ @GP G S sesT s s s s ST @ @ oo o =

LINTENT

Experimentation

FIXDROID e eaaeT ee e aeeaeeaeaaeaee = & = =

VANDROID

@ False Negative

SYNCK -ssEsTsrFEs" s ’sT’sr’sTrsTs!srs!sr’srsssssssrssT=s’*»T =!» =

SONARLINT |G G@ G @ @ s ey e oo PSS = -Positive

i Weak analysis
POLDROIDAS capabilities!

@ Tebib, M. E. A, et. al. (2023). A Survey on Secure Android Apps Development Life-Cycle: Vulnerabilities and

Open Access Tools. International Journal On Advances in Security, 16(1 & 2), 54-71.
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M ot i Vat i o n PrivDroid: Android Security Code Smells for
Privilege Escalation Prevention
Our survey highlighted the following limitations:

e Lack of availability. None of these tools is available to be used in real
projects

e Outdated existing solutions, due to the evolution of permissions and APIs
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Privilege Escalation Prevention

e Uncomplete static analysis approaches: Java Reflection, Native Code, etc.

e Low Analysis Precision: existing tools ignore the api Level dimension during
over-privilege analysis.

M. TEBIB et al.
DASC 2023

Example. API level significance during over-privilege analysis
before > api 29 (Android 10) after <= api 29 (Android 10)
android.permission.READ_EXTERNAL_ STORAGE

or
android.permission.WRITE_EXTERNAL_STORAGE

android.permission.WRITE_EXTERNAL_STORAGE




H H PrivDroid: Android Security Code Smells for
Contrl bUtlon Privilege Escalation Prevention

We enrich the arsenal of tools used for Android development security.

e PrivDroid, an up to date and available IDE plugin (Intelllj/Android Studio)
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Privilege Escalation Prevention

e We defined 9 security code smell to reduce the attack surface related to PE

DASC 2023

e PrivDroid combines static analysis techniques such as Patterns for
Abstract Syntax Tree (AST) analysis and Call Graph (CG) to detect
PE vulnerabilities.

M. TEBIB et al.




O utl i ne PrivDroid: Android Security Code Smells for
Privilege Escalation Prevention

 Context and contribution

* Proposal

.
<}
&
0
©
£
(%5}
[}
°
o
(@]
=
=
=)
[}
o}
(%0}
S
o
=
°
=
<C
S
o
o
(@)
2
<
o

Privilege Escalation Prevention

 Experimentation

e PrivDroid
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P I PrivDroid: Android Security Code Smells for
rO posa Privilege Escalation Prevention

PrivDroid Architecture
Modular Architecture - Ease extensibility

ﬁrivdroid Lint-Based-Analysis-Module (LBAI\m
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Privilege Escalation Prevention

Extends Lint
il ) | Registr
ssueredlsiy | [Google library]
Develper A
B\ | use
I..

o, .

Old Lint Security Rules

A J

S§S1 8S2 .... SSn

©
o - s &
PrivDroid Call-Graph-Analysis-Module (CGAMN v o
0o N
Application = L)
Source L ' = 2
Code Extends E @]

[>{ PsiScanner

~
=
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Application Layer

\ 4

PrivDroid Plugin Layer

IDE Layer




PrivDroid: Android Security Code Smells for

P rO posa I Privilege Escalation Prevention

PrivDroid Architecture

> Lint Based Analysis Module
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Privilege Escalation Prevention

> Call Graph Analysis Module

M. TEBIB et al.
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Lint Based Analysis Module ™Sl ™™

5
%
£
LBAM e
©
Q5
PRIVDROID SECURITY SMELLS (PSS) ;’, £
2
Two additional capabilities: g £
P 1D Name P&
T 2
iis Cadl PSS Empty-Pending-Intent =x
* Better Analysis Coverage Y1 PSS2 Fragment-Dynamic-Load < a
Coverage PSS3 Over-privilege 2
: PSS4 srmission-Enforce Q3
e Novel Security Code Smells DCQS 2 f F.)‘:m-‘.lwm-l.linkfr“- né_né_
PSS6 Dangling-Custom-Permission
P557  Inconsistent-Permission-Group-Mapping =
. PSSS Elevating-Custom-Permission g &
PSS1. Empty Pendlnglnte t PSS9 Inconsistent-Permission-Definition @ o &
iy
=
PendingIntent pendingintent = Pendingintent.getActivity(context, requestCode, intenk, =
flags);
Patterns:
(17 )
new Inten(); Intent i = new Intent(); Intent i; Intent i = new Intent();  Inner Class

i = new Intent(); i.setAction(‘action’);




PrivDroid: Android Security Code Smells for

P rO posa I Privilege Escalation Prevention

PrivDroid Architecture

> Lint Based Analysis Module
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> Call Graph Analysis Module
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H IDE Plugins For Secure Android Applications Development:
Ca I I G ra p h An a I yS I S M Od u I e Analysis & Classification Study

CGAM: How PrivDroid detects over-privileged applications?

Algorithm 1 Calculating the app’s unused permissions

api Level < r’lr)ffi'qﬂ(f /-1-‘115 [ rnwl(n‘n‘n)j
@ declaredPerms < getDeclared Perms(manifestFile);

LI V. Y = kI
Lot T TIto N CIHTLPLU I o0 T

@ apiCalls + get ApiCall(appGraphCall);

apiCalls < getJ NI ApiCall(appGraphCall); Initialization
apiCalls « get Re flective ApiCall(appGraphCall);

permassionMapping < pmDatabase(apiLeve
for p € declaredFPermaissions do

.
o
£
@
©
£
n
©
°
o
o
>
=
=
)
O
o
n
iel
o
2
©
=
<
ke
o
2
(@]
=
=
o

Privilege Escalation Prevention

T o
p.used « false; o g
0
end for =
for apiCall € apiCalls do = g
used Permissions < get ApiCall Perms(apiCall, permisiongMapping); S
for p € usedPerms do
if p € declared Perms then Calculate the minimum
p.used < true; permission set required [ 19 ]
end if for each api
end for

end Ior




H IDE Plugins For Secure Android Applications Development:
Ca I I G ra p h An a I yS I S M Od u I e Analysis & Classification Study

How PrivDroid Extracts Api Calls?
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Flowdroid - Refine £ &

Call Graph
e Data-Tainting l

e More complete list of
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Graph Call Analysis Module

CGAM: Additional Analysis Capabilities

IDE Plugins For Secure Android Applications Development:
Analysis & Classification Study

Feature Lintent | Curbing | PerHelper | PermitMe PRIVDROID

Year of Publication | 2012 2011 2018 2014 2023

Support [IDE Eclipse | Eclipse Intellij Eclipse Intellij . Android Studio

Used PM Stowaway | Manual | Pscout Pscout || Pscout, Arcade, Dynamo, NatiDroid |
Approach Static Static Static Static Static

Apt Level - 9 12 2 | 9.33 |
Available No No No No | Yes |

PrivDroid vs State of the art tools in detecting over-privileges applications

Update Permission
Mapping DB

e PM per api level °

Native and Reflection
Calls detection

Available
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Outline

Context and contribution
Proposal
Experimentation

PrivDroid

PrivDroid: Android Security Code Smells for
Privilege Escalation Prevention
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PrivDroid: Android Security Code Smells for

EX pe ri m e nt i n g P riV D rO i d Privilege Escalation Prevention

3 datasets: open-source apps analyzable with ide plugins

There are very few established benchmarks available for open-source vulnerable applications!

. F-Droid heb Pr iJBe°nch
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Privilege Escalation Prevention

Thousands of apps 60 vulnerable apps 10 vulnerable apps
T
© g
9 N
200 apps Vulnerabilities pf different PE vulnerabilities @ 5
families s ©
A\ 4 \ 4 A\ 4

Analysis with PrivDroid

—
N
w

—

14 apps with PE 8 apps with PE 10 apps with PE
100% TP 100% TP 100% TP




Experimenting PrivDroid

PrivDroid: Android Security Code Smells for
Privilege Escalation Prevention

1cc— lint

Curbing

Fixdroid

PerHelper

Sonar

Synck

PermitMe

PRIVDROID

PSS1

PSS2

X

PSS3

PSS4

PSS5

PS56

PSS/

PSS8

R Bk e Rl e i

PSS9

PrivDroid analysis code coverage for PE security smells
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P r' D r = d IDE Plugins For Secure Android Applications Development:
|V OI Analysis & Classification Study

Permission Mappin Per Api Level

Context of api calls instead of only api calls is required (Permission as a set is
imprecise [arcade])

UserChecks ‘
I mE o me (MyAPP., mp)
L usel UserHandlie.getUserlial);
UidChecks etComponentEnabledSerting (comp, 0, C erl;
X= UserHandle getUserid() o
D = mP s get(X.
setComponentEnabledSetting() :: e A S ST A LR
android.permission.CHANGE_COMPONENT_ENABLED_STAT v c::nngé
E, android.permission.INTERACT_ACROSS_USERS_FULL PRI A ACass SN =
aXplorer Arcade

[arcade] Aafer, Y., Tao, G., Huang, J., Zhang, X., & Li, N. (2018, October). Precise Android API
protection mapping derivation and reasoning. In Proceedings of the 2018 ACM SIGSAC
Conference on Computer and Communications Security (pp. 1151-1164).
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= = - PrivDroid: Android Security Code Smells for
P r I V D rO I d I n ACt I 0 n Privilege Escalation Prevention

Current File ProjectErrors  'Project Default' Profile on File'.../app/sr¢/main/ja...

Inspections Results

v Android Suppress

v Lint

S

i

©

=

()

(0]

©

o

@)

=

5

O

(O]

n

°

o

©

=

<

k)

- <
v Security a
2

\ o

Privilege Escalation Prevention

g Pendingintent mutability flag
NG INTENT: The use of Pendingln

v Java

> Class structure

M. TEBIB et al.
DASC 2023

PrivDroid analysis result: a vulnerable app with PSS1 vulnerabilitiy
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O utl i ne PrivDroid: Android Security Code Smells for
Privilege Escalation Prevention

 Context and contribution

* Proposal
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 Experimentation

e PrivDroid
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PrivDroid: Android Security Code Smells for

v —.m< U —\o m Q m m m<m m — m U — m _ Privilege Escalation Prevention

i= README.md z Install

User mode

« PrivDroid will be available soon on marketplace

Get from Markeglace

PrivDroid : Android Security Analysis

Dev mode

Seucrity Code Smells for IntelliJ based IDEs/Android Studio. i
« clone the project into your local machines

) GitHub Actions [Suceess
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Privilege Escalation Prevention

@uﬁ clone https ”\\QHHJKE. com/tebmed/privdroid. mwm _WU
« Description
« Demo
uild & Install Steps
« Compatibility * P
« Install —
el ./gradlew clean build i} ©
o 15— e - ./gradlew assemble deploy ) B
+ How does it work v o
o N
Description Check o O
Ll M
PrivDroid is an IDE plugin designed for secure Android development. It focuses on identifying security vulnerabi « Check that a jar file named security-smells-{privDroid-version) jar exists in the folder )
related to privilege escalation attacks, such as: over-declared permissions (even in native code), empty {homeDirectory)/.androidlint M
Pendingintent, etc. PrivDroid provides developers with suggestions for mitigating those vulnerabilities. It performs vi-
static analysis of the application’s source code to detect security smells and offers recommendations for addressing + Check that you have a environment variable called ANDROID_LINT_JARS = {homeDirectory}/.android
them. Jlint/security-smells-{privDroid-version}.jar
Demo Note: For linux users, ANDROID_LINT_JARS should exist in 3 configuration files: ~/.bashre, ~/.profile, and

[etc/environment

—
N
(00]

—

Settings

Run analysis with PrivDroid




O utl i ne PrivDroid: Android Security Code Smells for
Privilege Escalation Prevention

 Context and contribution

* Proposal
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 Experimentation

e PrivDroid
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Co n CI u S i o n IDE Plugins For Secure Android Applications Development:
Analysis & Classification Study
Summary

e PrivDroid helps developers to secure their applications by identifying
potential security risks related to Privilege Escalation

e PrivDroid provides additional analysis capabilities: analysis code
coverage, precise analysis of over-privileges application

Future work
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Privilege Escalation Prevention

e Continue the evaluation process of PrivDroid (large dataset, industrial context)

e Extend Privdroid detection capabilities with new vulnerabilities

M. TEBIB et al.
DASC 2023

e Consider Contextual API Call instead of Api Calls

~
W
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Source Code https://github.com/tebmed/privdroid




Thanks for your attention!
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Privilege Escalation Prevention

Any Questions

M. TEBIB et al.
DASC 2023
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Lint

* Améliorer votre code avec des vérifications lint

lint Qutput
(by issue category)
App Source
Files Correctness Usability
> ] Security Accessibility
] Performance 118n

Figure 1. Workflow de lecture de code avec lint

https://developer.android.com/studio/write/lint?hi=fr




Native Daemon

I'hird-Party Apps

Application Framework

DYNAM O Testing Service
(TS)

Invoking
Service
Input
Generator

Invocation
Config Parser

Target Service Instrumentation

TargetAPI() Server (IS)

Reporter

.......................................
--------------------------------------

Instrumentation
module

w

:  checkUidPermission() 1(_
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